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General information  

The Workshop “Open standards for ICT Procurement: Saving while reducing lock-in” has been the third 

milestone of the Project “Study on best practices for ICT procurement based on standards in order to 

promote efficiency and reduce lock-in”. The main objectives of the event were: 

 Discuss ways in which Pre-Commercial Procurement can be used as a tool to steer the development 
of solutions towards concrete public sector needs; 

 Share some good and bad practice examples about the Procurement of ICT and Innovation within 
EU Public Administrations; 

 Gather new ideas to revamp the EC policy for the procurement of ICT products and services on the 
basis of standards. 

The Workshop took place on the 12th of June 2015 in Brussels, within DG CONNECT’s premises 

(Avenue de Beaulieu 25), running from 9:00 till 16:00, and - in order to meet the preliminary set objectives - 

a vast panel of relevant speakers was involved.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Main facilitators of the Workshop were the Study’s lead Project Officer Thomas Reibe from DG Connect Unit 
F2 “Innovation” and PwC’s Digital Innovation Team Senior Manager Giovanna Galasso. 

Extensive dissemination activities were carried out over the two months preceding the event, including 
different mailing rounds across several stakeholder communities, a dedicated social media campaign, 
publication of information shots on various online platforms and direct contact made with relevant key 
stakeholders. 

Out of the 118 persons who registered for the Workshop 70, from 25 different countries, actually 
attended. Most of them were representing central and local EU public administrations, research institutes 
and various business support organisations, as well as ICT suppliers. Some of the members of the 
Multistakeholder Platform (MSP) on ICT standardisation also attended the Workshop. 

A dedicated participant folder was previously prepared and then distributed to all attending participants at 
the moment of on-site registration. In particular, the folder contained: 

 The Workshop agenda 
 Key speakers bios  
 The Project’s official leaflet 

 The list of registered participants 

 A personalised Workshop badge 
 A Workshop evaluation sheet 
 The official event #hashtag selected for the 

Workshop 
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Thomas Reibe - Senior Expert, EC - DG Connect, Unit F2 - 
Innovation 

Introductory greetings 

Mr. Thomas Reibe, Policy Officer - Unit F2 - DG CONNECT, briefly presented the “Study on best practices 
for ICT procurement” that, under Service Contract 30-CE-0601961/00-29 between DG CONNECT and PwC, 
will be completed over the next 18 months.  

Before moving on to the Workshop Agenda, Mr. Reibe briefly summarised the workshop goals and provides 
an overview on the project’s main achievements. 

The main goals of the workshop were:  
 Discuss ways in which Pre-Commercial 

Procurement can be used as a tool to steer the 
development of solutions towards 
concrete public sector needs 

 Share some good and bad practice examples 
about the Procurement of ICT and 
Innovation within EU Public Administrations; 

 Gather new ideas to revamp the EC policy for 
the procurement of ICT products and 
services on the basis of standards. 

Among the project’s main achievements Mr Reibe mentioned: 
 The creation of a web version of the Guide for the procurement of standards-based ICT: 

http://www.openictprocurement.eu/; The guide is interactive and available to support public 
authorities in working with ICT standards. 

 The creation of an online community to support those who intend to use open standards for the 
procurement of ICT products and services: 
https://joinup.ec.europa.eu/community/open_standards_ict/description; 

 The creation of an e-Library of virtuous and less virtuous open procurement practices and other 
different examples/initiatives related to the procurement of ICT goods and services by public bodies 
throughout Europe: https://joinup.ec.europa.eu/community/open_standards_ict/og_page/best-
practices-library 

 The set-up of the Workshop “Public Entities reducing Lock-In: the way forward”, which took place in 
Brussels on July 7th 2014 at DG CONNECT premises: 
https://joinup.ec.europa.eu/community/open_standards_ict/event/public-entities-reducing-lock-
way-forward 

 The set-up of the Workshop “Open Standards for ICT Procurement: sharing of Best Practices”, which 
took place in Brussels on December 3rd 2014 at DG CONNECT premises: 
https://joinup.ec.europa.eu/community/open_standards_ict/event/open-standards-ict-
procurement-sharing-best-practices  

 The set-up and running of a series of Online Brainstorming events to stimulate a debate around the 
use of open standards for ICT procurement. (http://bit.ly/1rNiSxS) (http://bit.ly/1wayl00) 
(http://bit.ly/1za3qyr). During these events speakers usually present their findings and then a 
debate occurs.  

A few more webinars will be organized before the end of the year. 

  

http://www.openictprocurement.eu/
https://joinup.ec.europa.eu/community/open_standards_ict/description
https://joinup.ec.europa.eu/community/open_standards_ict/og_page/best-practices-library
https://joinup.ec.europa.eu/community/open_standards_ict/og_page/best-practices-library
https://joinup.ec.europa.eu/community/open_standards_ict/event/public-entities-reducing-lock-way-forward
https://joinup.ec.europa.eu/community/open_standards_ict/event/public-entities-reducing-lock-way-forward
https://joinup.ec.europa.eu/community/open_standards_ict/event/open-standards-ict-procurement-sharing-best-practices
https://joinup.ec.europa.eu/community/open_standards_ict/event/open-standards-ict-procurement-sharing-best-practices
http://bit.ly/1rNiSxS
http://bit.ly/1wayl00
http://bit.ly/1za3qyr
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Mr Reibe than moved onto presenting the workshop agenda. 

REGISTRATION OF PARTICIPANTS AND WELCOME COFFEE (09.00 – 09:30) 

INTRODUCTORY GREETINGS (09:30 – 09:45) 

Speaker: Thomas Reibe, Senior Expert, EC - DG Connect, Unit F2 - Innovation 
 

OVERVIEW OF ESTONIAN ICT POLICY COORDINATION, HOW TO KEEP COSTS UNDER 

CONTROL AND STILL ACHIEVE THE RESULTS? 

Speaker: Aet Rahe, Head of ICT Policy Department (State Information Systems Department), Estonian Ministry of 

Economic Affairs and Communications 
 

A SMALL AND MEDIUM ENTERPRISE (SME) DEPENDENT ON OPEN STANDARDS (10:15 – 10:45) 

Speaker: Tomas Gustavsson, CEO/CTO, PrimeKey Solutions AB 

COFFEE BREAK – NETWORKING – BRAINSTORMING (10.45 – 11:30) 

INTRODUCTION AND UPDATE OF THE COMMON ASSESSMENT METHOD FOR STANDARDS AND 

SPECIFICATIONS (CAMSS) ACTION TO ALLEVIATE ICT LOCK-IN (11:30 – 12:00) 

Speaker: Susanne Wigard, Programme Manager, ISA Unit, EC DG DIGIT 
 

OPEN SOURCE AND OPEN STANDARDS: HARMONIZING SOMETIMES CONFLICTING 

COLLABORATION MODELS TO PREVENT LOCK-IN (12:00 – 12:30) 

Speaker: Jim Zemlin, Executive Director, The Linux Foundation 
 

CLOUD COMPUTING STANDARDS AND INTEROPERABILITY: HOW TO AVOID LOCK-IN IN A 

CLOUD ENVIRONMENT (12:30 – 13:00) 

Speaker: Thomas Vinje, Partner, Clifford Chance - Legal Counsel to ECIS 

LUNCH BREAK – NETWORKING – BRAINSTORMING (13.00 – 14.15) 

EUROPE HAS AN ENOURMOUS AND OVERLOOKED OPPORTUNITY TO SPUR INNOVATION 
USING PUBLIC PROCUREMENT (14:15 – 14:45) 
Speaker: Sara Bedin, European Independent Expert on Innovation Procurement (PCP and PPI) 
 

PRELIMINARY RESULTS FROM THE ICT PROCUREMENT SURVEY (14:45 – 15:15) 
Speaker: Giovanna Galasso, Senior Manager, PwC Italy – Digital Innovation Team 
 

PROCUREMENT INNOVATION FOR CLOUD SERVICES IN EUROPE - PICSE (15:15 – 15:30) 
Speaker: Bob Jones, Leader of the PICSE project, CERN IT department 

FINAL DISCUSSION – Q&A (15.30 – 15.45) 

 

Mr Reibe then concluded his speech by asking the participants to engage in the discussion either raising their 
hands or using the event hashtag #ictproc2015 

Aet Rahe - Head of ICT Policy Department, Estonian 
Ministry of Economic Affairs and Communications 

Overview of Estonian ICT policy coordination, how to keep costs under control and 
still achieve the results? 

Aet Rahe is the head of ICT Policy Department (State Information Systems Department) within the Estonian 
Ministry of Economic Affairs and Communications. In her position she is responsible for the Estonian IT 
policy making and investment management.  

Her presentation focused on the means useful to avoiding vendor lock-in while keeping costs under control.  

Right at the beginning of her presentation, she shared with the audience some background info about 
Estonia:  

 majority of Government investments in new and innovative software development are funded 
through Structural Funds; 

 In the Estonian software industry there is no major player. Quite the contrary, a lot of SMEs 
populate this market and majority of the companies are local origin; 
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 Around 70% of Estonian territory is populated by 1% of its population; which means that for 
Estonians living in remote areas the only way to easily and comfortably use public services is through 
the internet. This is especially true taking into account the bad weather conditions that oftentimes 
Estonian citizens have to face. 

Therefore, building a strong E-government was (and still 
is) the only cost effective way to adequately serve 
citizens.  

According to Ms. Rahe a series of basic principles should 
be taken into careful consideration to build an effective 
E-government, like that of Estonia: 

Ask for data only once  
Citizens shouldn’t be asked for the same information 
more than once. If certain data set already exists in some 
government registry then it should be queried from there 
in machine-readable format. 

Politicians should trust engineers 
Estonian politicians trusted Estonian engineers and their solutions to solve logistics and other types of 
issues.  

Citizens as data owners 
According to Estonian law, citizens are the owners of their personal data. This implies that each citizen has 
the right to know who, within public administrations, is using his/her data and why. 

In addition the reuse of government owned data is strictly regulated. Indeed: 
 each agency has to declare and register the kind of information it possesses 
 whoever needs to re-use government owned data has to use the secure information exchange 

infrastructure called X-road. 

No Legacy Policy 
It consists in a set of rules that forces the government to constantly innovate it ICT systems over time. No 
legacy policy helps to keep the innovation going and avoid getting stuck with outdated technologies that 
restrict necessary process and regulatory changes. 

A coordinated and distributed architecture 
Each agency is responsible for its ICT projects, which of course have to fit with the central government 
infrastructure. In addition, each ICT investment made by the agencies costing more than 500.000 € has to 
be justified in terms of objectives, possible returns and monitoring metrics. 

Intellectual Property Rights 
The Estonian approach is to be open, procuring software mostly with open licences, thus enhancing the 
future business opportunities for software providers. 

The objective is not to exclude commercial providers – they should be considered if the ready-made product 
is more cost effective, but when custom software is procured, the preferred licensing model should be open. 
This approach also helps avoiding vendor lock-in. In addition, government software over the last years has 
been largely shared with other countries. 

The exceptions in licensing models are software that are connected to state defence or that are the core 
components of Estonian e-government. 

At the end a few questions were raised by the audience. 

Many institutions heavily depend on proprietary software. Which steps would you engage in to get rid of it? 
 In Estonia we don’t have a big problem with having too much proprietary software in use. Quite 

contrary, majority of the government software is custom built. So avoiding the build-up of 
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proprietary software is not an issue when you have lot of clever engineers who are able to build 
custom software in a cost-effective way. 

Which advices would you give to Belgium, the EC and the EP to be more like Estonia? 
 A key starting point: “get rid of paper” (i.e. e-residency, e-cabinet). Start using digital signature. EC 

should start “walking the walk” when it comes to using electronic ways of doing things.  

Thomas Gustavsson - CEO/CTO, PrimeKey Solutions AB 

A Small and Medium Enterprise (SME) dependent on Open Standards 

Tomas Gustavsson has been researching and implementing PKI systems since 1994. He is currently project 
founder and developer of the open source PKI project 
EJBCA within PrimeKey, which is a SME started in Sweden 
in 2002. Its core business concerns implementing open 
source software competing with proprietary vendors in the 
IT security area and precisely in the PKI sector.  

Mr Gustavsson’s presentation was divided into three 
blocks:  

 PrimeKey and its background; 

 Why open standards are crucial for PrimeKey’s 
business;  

 The standardisation areas in which the EU 
performs well and where it needs to improve. 

PrimeKey employs 27 people around EU. According to Mr Gustavsson, this would not have been possible 
without open standards pre-dominancy in his market segment; PKI (Public Key Infrastructure). Open 
standards on which this market is based are: ISO X.509 as the foundation, complemented by a variety of 
standards from IETF, Oasis, ETSI and other organizations. These standards do embody the knowledge of 1 
person that has been working on these topics for 100 years. In fact, they are the result of the fruitful 
collaboration of a number of people that wanted to define useful standards for a niche market as that of PKI. 
And this knowledge is now freely accessible. 

Today, very few barriers are restricting market competition for PKI solutions; this has become especially true 
since September 2000 when the RSA patent expired. This contextual change, has allowed many small 
companies like that of Mr Gustavsson to take the bet creating a new start-up.  

Indeed, RSA patent expiry together with the availability of many basic features within open source software 
allowed PrimeKey to start-up in 2001 at relatively low cost. PrimeKey first assignments were strongly related 
to open standards in open source software; as an example the EJBCA Project (Enterprise Java Bean 
Certificate Authority) whose source code is available under terms of the GNU Lesser General Public License. 
EJBCA has now been turned into i) EJBCA Enterprise and ii) EJBCA Community, which are both very much 
used by governments and corporations for their mission critical applications. 

In short, the use and promotion of open standards allows disruptive SMEs to enter the market improving the 
average level of the technology offer, lowering the overall costs for services, creating new jobs and breaking 
down troubling monopolies 

Therefore the EU should take important steps in 
 Promoting standardization organizations; 
 Promoting open standards adoption; 
 Requiring public procurers to ask for open standards solutions for their ICT systems.  

This because SMEs like PrimeKey might, as an example: 
 Download standard documentation from a certified standardization organization; 

 Search for existing open source projects, with suitable licensing frameworks; 
 Implement solutions (with any programming language), 
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 Perform interoperability test against open reference implementations; 
 Launch new ICT solutions, fully interoperable with those using the same standards. 

As a result, the use of open standards, allows governments and enterprises to have access to cost effective 
ICT solutions. This because: 

 open standards usage allows ICT vendors pertaining to different countries to compete on a level 
playing field; 

 open standards are freely available (but for implementation licences for Standard Essential Patents 
needed); 

 open standards are the basis for interoperable solutions across companies & governments; 
 open standards usage reduces the overall cost for solutions over time. 

A good example of such an approach is ETSI; ETSI standards are open and free available, especially in PKI, 
thus fostering the development of interoperable solutions across companies & governments. 

Certainly pursuing the Open Standards path is not easy but necessary because dangerous distortions could 
take place. 

Susanne Wigard - Programme Manager, ISA Unit, EC DG 
DIGIT 

Introduction and update of the Common Assessment Method for Standards and 
Specifications (CAMSS) action to alleviate ICT lock-in 

Susanne Wigard is a program manager in the Interoperability Solutions for European Public Administration 
(ISA) Unit at the European Commission in Brussels. 

Her presentation provided information on how CAMSS can 
contribute to alleviate ICT lock-in and what benefits 
CAMSS has in this respect.  

"CAMSS" is an initiative to promote collaboration between 
EU Member States in defining a "Common Assessment 
Method for Standards and Specifications" and to share 
with other countries the assessment study results for the 
development of eGovernment services. 

In other words CAMMS is: 
 a method to assess standards and specifications in 

the field of ICT 
 based on the best practices of the Member States and  
 aligned with the Regulation on European Standardisation. 
 a method that enables the sharing and reuse of assessments of ICT standards and specifications with 

the goal of avoiding lock-in through the use of open standards. 

The CAMSS toolkit consists of a documented reference assessment process, a set of quality requirements 
(criteria), and assessment tools. 

The assessment of standards and specifications for eGovernment solutions is currently organised on a 
national basis, e.g. within the context of Member States’ National Interoperability Frameworks. 

Unfortunately, at present, only very few administrations are using CAMSS because: 
 they have their own method 

 each assessment embodies a political decision. Some people might not be happy if you encourage the 
use of a certain standard versus another. 

For these reasons the sharing and reuse of assessment is, at present, working to a very limited extent, but the 
hope is that over time it will be used by more administrations. 
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All CAMMS tools & info are available on Joinup: https://joinup.ec.europa.eu/community/camss/home  

The Joinup community provides: 
 Access to the CAMSS tools, CAMSS wiki and CAMSS library with assessments carried out by 

Member States; 
 A place to interact and discuss about Standards Assessments; 
 Downloadable versions of the CAMSS tools with guidelines. 

At this time, the number of community members is quite small and they are not very active. Again the hope 
is that they will increase over time, also because a newer online version of the CAMMS tool will be soon 
available with: 

 An improved search and access functionalities; 

 An updated list of standards and assessments (aligned with the EU regulation 1025/2012 criterions 
for identification of ICT technical specifications to be referenced in public procurements and 
including the expert group "Multi Stakeholder Platform for ICT standardisation" assessment form as 
a subset). 

At the end of her presentation Ms. Wigard made clear that the use of the CAMMS community on Joinup is 
free and available to anyone. 

Jim Zemlin - Executive Director, The Linux Foundation 

Open Source and Open Standards: Harmonizing Sometimes Conflicting Collaboration 
Models to Prevent Lock-In 

Jim Zemlin is the executive director of the Linux Foundation, home to the most widely deployed software in 
the history of computing. At the Linux Foundation, Jim works with the world’s largest technology 
companies, including Amazon, Facebook, IBM and Google to define together the future of server computing, 
cloud computing, mobile computing and much more.  

His presentation started-off with a brief focus on how 
valuable open source has become over time, in spite of the 
traditional view “open source as a business with no 
financial returns”. 

He brought some examples of how the scenario is rapidly 
changing in favour of “Open Sourcing”. Indeed, he showed 
how Big companies like Microsoft and Apple are now 
convinced that Open Sourcing is no longer an option. 

He then moved onto presenting how “Open Source” and 
“Standards Setting Organizations” can complement each other in order to avoid vendor lock-in. According to 
his view, large open source projects do not depend on traditional specification development models found in 
standard development organizations, so it is time to find a new way forward. 

What is “Open Source?” 
 Strictly speaking: software code in human readable form (in comparison to machine-readable object 

code) 
 Generically speaking: a collaborative development technique, usually open to anyone to participate 

in for free 
 Most often used to develop software 
 Results in a usable product rather than a design 
 The deliverable is usually available for free 

How is Open Source Developed? There are many models depending on the objectives: 

 Hosted at a “forge” like GitHub, which provides a technical development platform for free 
 Hosted by an existing foundation like the Linux Foundation 

https://joinup.ec.europa.eu/community/camss/home
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 Incorporated as a stand-alone entity 

Furthermore, in Open Source there are many different governance approaches which are described 
as follows: 

 Participation and technical governance are usually based on a meritocracy approach 
 Funded projects may have a Board of Directors constituted in a manner typical of a consortium 
 Funded projects may also have multi-tier memberships with ascending rights 
 Elite projects maintain a strict separation between “board” and “technical steering committee” 

How are IPR managed in the Open Source World? 
 Code is available for free 

 Project may be subject to contribution and licensing rules, or there may be no rules at all 
 If there is a user licence, the terms can vary widely, from almost minimal (“permissive”) to 

significant (“copyleft”) 
 Copyright in each code contribution may be conveyed to the project, or retained by the owner 
 Patent rules for contributors and users can vary widely 

Open Source vs. Open Standards –two approaches in comparison 
 Open standards provide value only if everyone complies with the standard 

o IPR commitments are limited to compliant implementations 
o Copyright applies only to standards, not to implementations 
o Participants are subject to explicit IPR policies and obligations 

 Open source software derives its value from allowing anyone to change it. In particular: 
o There may (or may not) be some type of contribution agreements 
o Many participants may be subject to non-member inventions agreements or work for hire 

obligations 
o Patents are often not addressed at all 
o Copyright applies to the deliverable itself 
o Commercializing software under restrictive licenses can impose IPR and code-contributions 

on non-members 
 But: 

o Open source software needs to implement standards 
o RAND commitments can cause problems under “Copyleft” licences 

Therefore, many consortia have adapted their IPR policies to implement open standards while addressing 
the pending licensing issues. 

The Linux Foundation approach is that of seeking a balance between standardization and open source in 
order to: 

 Enable the rapid development of innovation deriving from open source  

 Provide some of the consistency and IPR frameworks governing many standard development 
organizations 

Open Source vs. Open Standards - Sometime contrasting 
 Open standards approach: a new foundation to create a framework of standards directed at a specific 

use case(s) 
 Open source approach: a new consortium to develop code for software that addresses a specific use 

case(s) 

An area in which the Linux foundation is working on together with OC the alliance is an IoT framework, 
which is trying to balance the rapid development of the actual code base with parallel specification 
development processes that have an IPR framework around it.  

The convergence between Open Source and Open Standards has a number of benefits: 
 Provides a new approach to solve complex problems 
 Broadens opportunities for innovation 
 Addresses cross-sectorial challenges 

 Provides a faster time to market solutions 
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 Lowers per-participant development costs 
 Reduces risks of lock-in 

Therefore, according to Mr Zemlin’s view, the best lock-in defence is integrating Open Source with Open 
Standards, which in the end will result in improved interoperability. 

The Open Source community needs to understand what open standard are all about and how to participate 
in standard development organizations. 

At the end of Mr Zemlin’s presentation several questions were raised by the audience. 

Have you ever faced data security problems? How are you addressing them? 
 About the information safety of data exchanged, saved or stored, some problems may be raised in an 

open source organization. However there are a lot of open data projects which are currently working 
on the legal framework surrounding data privacy. Of course, open source projects need to insert 
fundamental secure coding practices as part of their duties.  

In the automotive industry there are many proprietary source codes. If I buy a car, do you 
think that I can claim to the car company to have access to the source codes that are run in my 
car? 

 The answer is “not for a while”. Basically car companies do not want to give away software per se. 
They will only do it, under certain conditions in the future, to see how their cars can be hacked, also 
to see how the developers community may come out with out of the box gadgets. 

What is your suggestion for EU entrepreneurs to engage with open software industry in the 
EU? 

 Elements which affect and create proper environment are; 
o access to capital 
o collaboration with research centres such as Stanford 
o one advice could be to look at Silicon Valley practices and bring them in the EU. This is 

already happening in the EU but it needs to be encouraged more. 

Thomas Vinje - Partner, Clifford Chance - Legal Counsel 
to ECIS 

Cloud Computing Standards and Interoperability: How to avoid lock-in in a cloud 
environment 

Thomas Vinje is Partner and Chairman of the Global 
Antitrust group at Clifford Chance LLP. He is specialized 
in European Union antitrust and intellectual property 
law, especially in high-technology matters. He has been 
particularly active on dominance  matters in the IT sector, 
especially related to intellectual property. 

According to Mr Vinje, in the ongoing advancement of 
computing architectures, cloud offers unprecedented 
flexibility, agility and productivity. Cloud computing, if 
effectively implemented, will give more freedom and power 
to technology users than ever before.  

While organizations are rushing to cloud computing, it is essential that enterprises do not overlook the 
implications of switching vendors, or of moving certain implementations into or out of a cloud environment. 

Open interfaces and data formats - based on open standards - are key. Closed or proprietary interfaces cede 
many key decisions and options to the discretion of the cloud provider and, together with closed data 
formats, may limit the ability to transfer data in the future. 
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This is the very definition of lock-in. Europe can stay at the forefront of the digital industry only by free and 
unfettered competition and interoperability with others around the world.  

This is exactly why ECIS (European Committee for Interoperability System) has focused since its inception 
on issues related to promoting interoperability, and avoiding lock-in. 

Few key factors are crucial to foster interoperability: 
 Education and awareness in part of ICT procurers 
 Standards based ICT procurement (public and private) 

 Intellectual property laws 
 Competition law, its compliance and enforcement 

It goes without saying that cloud is changing dramatically how software and IT services are acquired, 
deployed and used. Cloud services can be classified in three categories: 

 Software as a Service (SaaS)  
 Infrastructure as a Service (IaaS) 
 Platform as a Service (PaaS) 

For each category risks of lock-in do exist: 
 Software as a Service (SaaS): the ability to move from one vendor to another could be difficult 

due to several types of dependencies (in particular for data formats) 
 Infrastructure as a Service (IaaS): the ability to migrate workloads among cloud platforms is 

very limited 
 Platform as a Service (PaaS): the service platform is usually connected to the underlying 

provider platform. Therefore, moving from a vendor to another could be difficult 

Below a few questions ICT procurers should take into careful consideration when procuring for cloud 
services, of any type. 

 Are there any common security issues that could be addressed through standard open interfaces? 

 Are the virtual machines packaging formats based on open standards? 
 Lock-in concerns could be potentially mitigated by source code access? And by the use of open 

source components? 
 Is it possible to migrate existing workclouds among IaaS providers? 

 Does the PaaS provider allows one to write the application that one can move to another platform as 
a service provider? 

 Do the applications running on the PaaS rely on open packaging deployment, and run-time 
management interfaces? 

If these are too many questions to remember, there is a single question public procurers should keep in 
mind: 

 How easily can I move my data/ functionalities to another location or platform should I need to do 
so? 

Mr Vinje ended his intervention saying that ECIS has published several papers on this topic. All of them are 
freely accessible on ECIS’ website http://www.ecis.eu/  

At the end of his presentation, Mr Vinje responded to several questions coming from the audience. 

What do you suggest to solve the lock-in effect of customization & integration? We all know 
that customers (public or private) need customization & integration services from their ICT 
suppliers. 

 Yes, this phenomenon frightens me also. When such customization occurs, the cloud service 
provider should be required by the customer to provide all the relevant information so that is better 
positioned to move somewhere else.  

Do you think (I am a layer too) we should create a right to data export? 

http://www.ecis.eu/
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 I would not favor the adoption of regulation. I think it would be really difficult to define exactly what 
the right would be. I would be happy to look at it, I wouldn’t exclude it entirely, but I think again that 
lock-in avoidance is probably driven by the power of ICT procurers.  

You stated quite rightly that you don’t see a dominant player in the cloud market. However, a 
research shows we are moving to a situation where 3 major suppliers will dominate the 
market in the future. What if they decide to make a price cartel? 

 Theoretically cartels can exist in concentrated markets. Cartels in IT markets are very uncommon. 
The cloud market is extremely differentiated and I think that for cloud suppliers would be difficult to 
engage in cartel like behavior. 

Sara Bedin - European Independent Expert on Innovation 
Procurement (PCP and PPI) 

Europe has an enormous and overlooked opportunity to spur innovation using public 
procurement 

Sara Bedin is working in implementing the innovation procurement strategy in Europe. Her key 
achievements and competencies concern the definition and evaluation of innovation support policies. 

Since 2007 she has been working to introduce pre-
commercial public procurement (PCP) into the Italian 
research and innovation policy framework as well as to 
contextualize the European model within the existing 
Italian regulations and exemption from procurement law.  

According to Ms. Bedin, public procurement in the ICT 
sector, given its large overall GDP share, offers a powerful 
leverage for the emergence of new standards and for the  
EU industry competitiveness and growth. Moreover she 
believes that public procurement of R&D services and 
innovative products & services is vital for improving the 
quality and efficiency of public services in a time of budget 
constraints. 

By developing a forward-looking innovation procurement strategy that uses PCP and PPI in a 
complementary way, public procurers can drive innovation from the demand side. Currently however, 
compared to other parts of the world, PCP and PPI are underutilized in Europe1. 

What distinguishes PCP and PPI? According to the Digital Agenda for Europe PCP: 

“Pre-Commercial Procurement (PCP) can be used when there are no near-to-the-market solutions yet and 
new R&D is needed. PCP can then compare the pros and cons of alternative competing solutions 
approaches. This will in turn enable to de-risk the most promising innovations step-by-step via solution 
design, prototyping, development and first product testing2.” 

And PPI: 

“Public Procurement of Innovative solutions (PPI) is used when challenges can be addressed by innovative 
solutions that are nearly or already in small quantity in the market and don't need new Research & 
Development (R&D) 3.” 

                                                            
1 http://ec.europa.eu/digital-agenda/en/innovation-procurement  
2 http://ec.europa.eu/digital-agenda/en/innovation-procurement  
3 http://ec.europa.eu/digital-agenda/en/innovation-procurement  

http://ec.europa.eu/digital-agenda/en/innovation-procurement
http://ec.europa.eu/digital-agenda/en/innovation-procurement
http://ec.europa.eu/digital-agenda/en/innovation-procurement
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According to Ms. Bedin’s view, fully tapping the potential of PCP and PPI, enabling a large and competitive 
supply chain might reduce ICT lock-in. How? 
1) Pooling demand and sizing the market opportunities at least at the European level: 

 Optimizing the value for money and impact of public R&D spending and investments 
 Creating opportunities for EU companies to take international leadership in new markets 

2) Working on market receptiveness and contestability, expansion of competitiveness: 
 Allowing SMEs to grow and compete in a global market (because they are under-represented in 

public procurement compared to their overall weight in the economy and because, at present, SMEs 
are mainly relegated to the role of sub-contractors). 

 Large companies to submit more tenders as the qualification requirements are easy to comply with 
 Enlarging the participation and looking also beyond the regular suppliers. 

3) Avoiding an hyper-specification of the need and focalizing on the core and common 
functionalities: 

 Working on the problem description rather than on the solution specification. 

At the end of Ms. Bedin presentation no significant questions were raised by the audience. 

Giovanna Galasso - Senior Manager, PwC Italy – Digital 
Innovation Team 

Preliminary results from the ICT Procurement Survey 

In her presentation, Ms. Galasso summarized the preliminary results of the ICT Procurement Survey, part of 
the project “Best Practices for ICT procurement based on standards in order to promote efficiency and 
reduce lock-in”, which aims at involving stakeholders around a process to effectively monitoring the use of 
open standards in ICT procurement. The results of the survey, together with MAPPs dataset, and a list of 
best practices, will constitute the building blocks of the monitoring system. 

The bulk of the survey’s questions was on ICT lock-in awareness, adoption of good practices, use of ICT 
standards and feedback on the Guide for the procurement of standards-based ICT. Respondents, which come 
from 25 Member States, are mainly (ICT) procurement experts working in central and local governments or 
public sector bodies.  

The level of awareness of the recent procurement provisions within the new procurement 
Directive is still quite low among respondents (around 50%). On the other hand, a satisfactory level of 
knowledge about ICT lock-in emerges, even if there is no clear consensus on its definition. Around 40% 
of respondents experienced lock-in issues in their organisations and they mainly pointed to three lock-in 
categories:  

 Migration of data and dialogue with other entities 
is too complex to bring in other providers; 

 Compatibility and program extension issues 
connected with highly-tailored implemented IT 
solutions; 

 High switching costs. 

Not all organisations are putting in place measures to fight 
lock-in, but the most frequently mentioned counter-
actions taken by those who are active in that sense are: 

 to define ICT strategies and architectures 
based on open source and open standards; 

 to define lists of recommended standards and other technical specifications;  
 to define procurement guidelines. 

The open procedure is the most used when procuring for ICT products and services, which is a normal 
result giving that the sample of the survey is mainly composed of public procurers. “Make-or-buy” 
decisions are based on cost considerations, quality control concerns, supplier's expertise and the need of 
direct control: these very same factors should be used as "motivational drivers" to promote the adoption (of 
open) ICT standards. The use of templates and standard clauses is not widespread among respondents, who 
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instead are generally aware of the importance of dealing with licence agreements since the very beginning of 
the procurement procedure.  

The main drivers of ICT procurement are “value for money” and “assurance of project outcome”, while 
“lock-in avoidance” and “ensuring provider turnover” appears less important. Those who experienced lock-
in are familiar with the use of standards. 

Recommendations to improve the Guide on ICT procurements, coming from the analysis of 
respondents will help making it a more practical tool, increasing its uptake: 

 Include a number of practical case studies (e.g. for the definition of "ICT strategies and 
architectures") 

 Include ready-to-use texts/templates and lists of standards 
 Simplify the language, making it motivating (pushing on Cost, Quality and Direct Control 

considerations as motivating factors for the use of ICT standards) 
 Develop ad-hoc sections describing in-detail how to overcome ICT lock-in in the following situations 

i) data migration; ii) software incompatibility; iii) tailored IT solutions; etc. 

Moreover, given that most respondents do not have access to the guidelines in their national language, the 
need for translation from English to the most spoken languages of Europe emerges. 

The majority of respondents are not aware of the “Common Assessment Method for Standards and 
Specifications”, developed within the ISA programme, to support and coordinate the collaboration 
between Member States.  

Improving the data quality of TED database to make it a powerful tool for monitoring the openness of the 
ICT procurement market is a basic step in the right direction. Data Management rules, automatic data 
validation checks and algorithms could help, together with the monitoring over time the number of 
competing bidders for ICT tenders in Europe (still too low to ensure competitiveness). 

Bob Jones - Leader of the PICSE project, CERN IT 
department 

Procurement Innovation for Cloud Services in Europe – PICSE 

Dr. Jones presented preliminary results from the PICSE 
project (Procurement Innovation for Cloud Services in 
Europe http://www.picse.eu/) which focuses on the 
publicly funded research sector in Europe.  

PICSE’s top five objectives are to:  
 Set up a European Procurers Platform 
 Make the procurement model for Cloud Services 

simpler 
 Provide a set of best practices for implementing 

results 
 Set out a realistic roadmap for cloud procurement 

over the next five years 
 Lay the foundations for future joint procurement actions 

The idea of PICSE came about and matured with the experience of the Helix Nebula initiative 
(http://www.helix-nebula.eu) in which the three partners forming PICSE’s consortium (CERN, Coordinator, 
CSA, Trust-IT Services) were involved.  

The consortia put together a “survey on Procurement Barriers” to identify the challenges currently existing in 
cloud procurement and produced a report - D3.1 Procurement Barriers Report - 
http://www.picse.eu/publications/deliverables/d31‐procurement‐barriers‐report). 

From the report it emerges that the top five risks of cloud computing are: 

http://www.helix-nebula.eu/
http://picse.eu/publications/deliverables/d31‐procurement‐barriers‐report
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 The lack of customization 
 Unclear privacy policies 

 Lack of service interoperability 
 Lack of confidentiality assurance in IPR management 
 Immature services 
 Stringent legal and regulatory requirements. 

In addition public research organizations are facing several challenges: 
 Many existing procurement policies do not foresee provisioning services on-demand (there are no 

cloud‐oriented procurement policies in place) 
 Developing a standalone test to verify the suitability and ROI is not easy (there is no consolidated 

method to evaluate business cases for cloud computing) 
 A standard legal and contractual framework for cloud services does not exist (there are no standard 

contracts) 
 Several cloud tenders were unsuccessful because of too stringent requirements (no bidders replied). 

Based on this analysis, several lessons learned were derived: 
 The adoption of cloud‐based standards is encouraged. Especially to ensure interoperability & avoid 

lock‐in 
 Over‐specifying requirements may discourage cloud service providers 

 Technical, legal, procurement and financial aspects of cloud computing must be addressed by the 
cloud procurement team who must work together and be involved at different stages of the 
procurement process 

 Successful procurement actions show that it is essential for the procuring organisation to possess a 
very good knowledge of cloud 

 Joint procurement is a good practice to share risks & legal burdens, especially when procuring 
innovation. 

To support public research organizations in getting to grips with joint Pre Commercial Procurement, PICSE 
asked Trento RISE Francesca Cinardo to deliver a webinar about the “Legal aspects of Joint Pre‐Commercial 
Procurements: from modelling to implementation”. The recorded webcast can be accessed from the 
following link: http://indico.cern.ch/event/372086/ . 

In addition PICSE has developed a wizard, the “PICSE Wizard”, to help public research organizations make 
informed decisions about how to procure cloud services.  

The PICSE Wizard has two main functions: 
 To find the best procurement model for cloud services 
 To assess how suitable research organizations’ current procurement process is for procuring cloud 

services 

The Wizard will be officially launched in Geneva on June 26th 2015 during the workshop “The Helix Nebula 
Initiative & PICSE: Towards a European Open Science Cloud” (http://indico.cern.ch/event/388437/other-
view?view=standard) 

At the end of Dr. Jones presentation no questions were raised by the audience. 

  

http://indico.cern.ch/event/372086/
http://indico.cern.ch/event/388437/other-view?view=standard
http://indico.cern.ch/event/388437/other-view?view=standard
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Thomas Reibe, EC - DG Connect, Unit F2 - Innovation 

Final Discussion 

To spur the Final Discussion, Mr Thomas Reibe, DG Connect, Unit F2 – Innovation, and Project Officer for 
the EC project “Study on best practices for ICT procurement”, asked the participants to provide ideas to be, 
eventually, included in the upcoming communication on the Internal Single Market –procurement chapter. 

In short, the main questions which participants tried to answer were:  

1) What do you think of the awareness activities 
carried out as part of the project “Study on best 
practices for ICT procurement”? Are they really 
useful?  

 A clear and unambiguous response arrived from the 
audience. The awareness activities carried out as 
part of the EC project “Study on best practices for 
ICT procurement” were really helpful, and a stronger 
effort in this direction over next few years would be 
very much welcomed. In particular to better 
promote practical examples on how public 
administrations experiencing ICT lock-in 
successfully managed to get rid of their vendor 
dependency. 

2) What could the Commission to do as part of its ICT Procurement strategy? 
 The EC should force major vendors such as Oracle, IBM etc. to allow independent vendors to provide 

maintenance and support services for their products. This would allow SMEs to grow in the market 
also fostering a higher level of competition. Furthermore, such a market opening will favour local 
players also reducing the overall market prices in the long-run. 

 The EC should sponsor the set-up of meetings among public procurers who successfully managed to 
eliminate/ reduce ICT lock-in. As an example, some Swedish administrations managed to move 
away from their vendors and  many other similar cases do exist and should be further promoted. 

 The EC should sponsor the creation of guides on procurement such as those of BITKOM (see 
previous workshop). Indeed, those guides do contain a series of advices to write procurement 
documentation in a non-proprietary manner. http://bit.ly/1up8ZGV  

 The EC should promote the insourcing of ICT maintenance and support services by public 
administrations. In Norway, after the implementation  costs savings were observed . Insourcing is an 
emerging tendency among ICT procurers. 

 In Ireland , the “Demand” shapes the “Offer”. For a number of reasons until 2009 the Irish 
government had no Open Source strategy. As a result the supply for open source service was lacking. 
From 2010 Irish government decided to procure Open Source services, first in small quantities and 
then more consistently. This resulted in the creation of a number of very small start-ups working on 
Open Source to supply the government. Now the Open Source market is vigorous . Therefore the EC 
should promote actions to better govern the “Demand” for ICT products and services.  

At the end of this session Mr Reibe thanked the participants inviting them to the next project workshop 
scheduled for end of November /December 2015. 

  

http://bit.ly/1up8ZGV
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Analysis and evaluation 

Workshop evaluation 
At the end of the Workshop, the audience was asked to fill out an evaluation questionnaire aimed at 

assessing whether they enjoyed the initiative and found it useful in relation to their activity. Participants 

were required to evaluate the different aspects of the initiative ranking each statement from 1 (which 

expressed strong disagreement with the remark) to 4 (which expressed strong agreement with the remark).  

 

The table below shows the items presented in the evaluation questionnaire: 

 Evaluation Questionnaire - Items 

1 The information that you received by phone/mail before the event was adequate 

2 The organisation and infrastructure of the event were good 

3 The event fulfilled your expectations 

4 The speakers and moderators contributed to a clear and effective Workshop 

5 The event in its whole allowed dynamic exchanges among participants 

6 
The cases presented during the Workshop showed examples of activities that can be put into practice 
in your country 

7 I can use the information received during this event in my activity 

 
The results of the Workshop evaluation questionnaire, as presented in the graph below, show that the 

participants in this initiative evaluated most of the aspects of the event in a very positive way, especially 

appreciating the possibility to interact with the other participants, the organisation of the Workshop and the 

usefulness of information provided. The total number of questionnaires collected was 15.  

 

All items presented in the questionnaire received more than 95% of completely positive feedback, while the 

comparatively lowest levels of agreement registered were towards the possibilities of putting into practice the 

cases presented during the conference. 

 

 
 

The evaluation questionnaire offered also the possibility to provide further comments and possible 

suggestions. Among the most significant comments registered, a few participants underlined that it would be 

useful to organize future workshop with more practical examples on how public administrations 

experiencing ICT lock-in successfully managed to change their vendor dependency. 
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Lessons learnt and recommendations 

On the basis of feedback collected through the evaluation questionnaires given out during the event, as well 
as taking into consideration any questions and comments that were addressed by the audience throughout 
the various sessions, it emerged that both content and speakers were very much appreciated. 

Just to quote a comment collected via email shortly after the event: “Thank you for inviting me at your 
event. It was quite important and interesting. I had the opportunity to meet professionals in their field of 
expertise and I was also able to express some of my views and even make suggestions and proposal for 
your future meetings and events, that I hope I will be invited to participate.” [a participant] 

Concerning the next workshop, scheduled for end November / December 2015, we deem it will be necessary 
to stay on this positive track, focussing more on aspects related to the adoption of Open Document Formats 
within public administrations and how some other public entities successfully managed to move away from 
their vendors (breaking lock-in). 

Furthermore the next Workshop will be also a chance to present one or more bad practice examples, where a 
Public Administration failed to achieve its goals through the adoption of procurement Standards. 
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